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Digital Signature:

A digital signature is an electronic form of a signature that can be used to authenticate the identity of the sender of a message or the
signer of a document, and also ensure that the original content of the message or document that has been sent is unchanged. Digital
signatures are easily transportable and cannot be imitated by someone else. The ability to ensure that the original signed message
arrived means that the sender cannot easily disclaim it later.

Digital Signature Certificate (DSC):

Digital Signature Certificates (DSC) is the electronic format of physical or paper certificate like a driving License, passport etc.
Certificates serve as proof of identity of an individual for a certain purpose; for example, a Passport identifies someone as a citizen of
that country; who can legally travel to any country. Likewise, a Digital Signature Certificate can be presented electronically to prove
your identity, to access information or services on the Internet or to sign certain documents digitally.

Digital Signature Certificate:

A Digital Signature Certificate authenticates your identity electronically. It also provides you with a high level of security for your online
transactions by ensuring absolute privacy of the information exchanged using a Digital Signature Certificate. You can use certificates to
encrypt information such that only the intended recipient can read it. You can digitally sign information to assure the recipient that it
has not been changed in transit, and also verify your identity as the sender of the message.

Controller Certifying Authorities for Digital Signature Certificate:
Legally valid Digital Signature Certificates are issued only through a Controller of Certifying Authorities (CCA), Govt. of India, licensed
Certifying Authorities (CA), such as e-Mudhra, NIC, TCS, MTNL, Ncode etc.

Legal status of a Digital Signature:
Digital Signatures are legally admissible in a Court of Law, as provided under the provisions of IT



How to Digital Signature In your Application

“nline Limited

Joint vemture between Govt. of Madhya Pradesh and TCSL

HAEAYGEL TLHIE Bl TILH

Click on the button to digital sign your application.
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Applicant can select any below mentioned method for digital signature.

Select Signing Method
(0 signed PDF with USB Dongle

® Signed PDF with File
J ikl e R After selecting Signing
gning . Method, Click here to

Digital Sign

Please Wait, Digital Signature is Processing, this may
take few seconds. Do not press Cancel/Back button.
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A. In case of Signed PDF with file.
After selection of Singed PDF with File, Applicant has to browse .PFX file.

Select File:

Password:

take few seconds. Do not press Cancel/Back button.
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Select your .PFX file.

Look In: | Documents

3 sQL Server Management Studio
3 Visual Studio 2010

[*) Demos.pix

D areen nature leaves macro depth of field 1920x1080 wallpaper_wallpaperswa.ci
|j| mann.jpg

[ script.sql

a

File Hame:; |Dem05.pfx

Files of Type: |All Files

Open selected file
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After selecting your .PFX file type your password.

Select File: |C:1.Users1.1'u'| PO203\Documents\Demaos. pfx

Password: |-"|

Cancel

: \ay
click ok to load the keystore
AL ITYY dDULCULIILLY, LFU 11IUL pl Cyy UAlILCY Davih vulwtull.
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Perwernd by,

ﬁ Select your digital certificate to digitally sign file(s)

Click [View Certificate] to view more details of the cerificate

|zsuer Det:
CMN=TCS DENMO &

Expiration Date
Wed Jun 03 15:0...

Serial Mo
6435b2158. ..

lssued By

Issued To

| View Certificate

Copyright (c) 2008 Tata Consultancy Services Limited.
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B. In case of Signed PDF with USB Dongle.
When User select option for Signed PDF with USB Dongle than user has to select the manufacture
name of USB dongle issue to him. In case applicant doesn't find the name, applicant has to select
“other” option.

Salact devica type———
dim eToken
Safehet ey Token

amalto Java Tokzn

Please Wait, ]
take few secCC i . et tomn.

Disclaimer:The content available on the Portal is taken from different sources and Government Department/Organisations and. they may be contacted
for further informartion and suggestions. Server @ A
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In case applicant select “other” option, applicant has to select .dll file from his system.

If you have "epass” digital Signature
Dongle then select "eps2003cspll.dil”

i

R | @ 5ol e
el

ext.dll [ asevta.d

Il [y astengsa.dn

ema.dil [y astcasstan

3zan [y astdiast.an

bl [y astjcast.an

File Name: | astpkss1.all

Flles of Type: | Dynamic Link Librargt=.di

Digclaimer: The content available aon the Poral is taken from differant sources and Government DepartmentiOrganaations and, they may be
| rantactad for forthar informatine And snanactinne Sanear - 4 m ]
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Click OK after selecting file.

Select Device Type: |m,..a, | - |

Location of Library File: |I:.::'.'-'.-1nl:h:-w51-aﬁ-t5 m3astpkss1.dll | | b s |

[ ok | | cancel
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Click OK button.

Aol Joint venture betwesn Govt. of Madhya
HERTUG BT
Select your diglal certficate bo digbaly 2o fle(s) a“.l\‘ﬂ'ﬁ
I = oo |

Isgued To . HGudd By [ Serial m:-. E-rmn[:lﬂ. i usr Dot
ity Lashanteo P NIC ub-CA for N (141608312 FriNov 27 0301 CNWNIC sub-Cie
- - - : s
Please Wali : - - - - S may

itton.

take few § Y . ' ¥ |
T . m—_tl

Cogryight (c) 2008 Tata Condullancy Services Lindsd

Disclaimer:The content available on the Portal is taken from different sources and Government Department/Organisations and, they may be contacted

for further information and suggestions. Server : A
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Applicant will then be asked for his password. Enter your password and click OK.

MP@nline Limited

FAEAUGTT Sledhle &l Gleo

Please Wait, this may
take few seconds. Do not press Cancel/Back button.

Disclaimer:The content available on the Portal is taken from different sources and Government Department/Organisations and, they may be contacted
for further information and suggestions. Server : A
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Below picture shows digital signed symbol

B e ——— T T T T Lk T T

P:I'I:IP-I'I-_HI:II.:'.S Iﬁ-_u-ll:l"_-:r-:[lh

Date - 28-11-2014 Licence Mo - 2N333/26/2014 PR Tt en i Anrhsriey
BHOPAL (M_P.)

o . ] ] _ Condirtans af Licencea )
. This EBcance shaTl b displayed in a proedesont placs & part of the prassacs opan he the pubil e,
. The boemrees shall compdy wnth. procssons of the Derugs aoed Coseaotics Aot 194D axeil the Bnles thorersdar for tha iowe baing in forra.
. The Boamees skall report oo e Licamaime Anthorssy oy chasge in the. qoalifod w2 in charae within oms meorh of such ckamepe.
. Mo dmg shall b sold moless mnch dims §c proeeckased tndar a cash o cedit marss foos 8 Gely Booesseed dealar or & dnby Boansed sroymtscrorar.
. The Liceresse shall infoors tha Licansing Anthorisy in wribng in the siant of 2oy changs in the constitetion of the Som oparation ondar the licanca)
foomn the date om wrhich the chames talioes place mnlews. in the meantima. a fech Eocesrss has beaen trkon from the [ icemaing 4 sfeoaiy: in the some
'&n&'mvmh.:hmﬁnﬂcm

N o Ll P =S
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First time VLE has to Validate the signature before he prints it.

Rt S P — S e e e | — b e Ry Kok S e e By = T T e o P e e e Rl e ey A T St e SR, et I |

Date - 28-11-2014 Licence ™o : 200/333/26/2014

:-FI.'D]:II'i:l"tI:II.'r_"i- Pl..;u-tn-gt:apl i'h:m-cisl"a FPhotosraph

H ol Mok

Conditions of Licence
This licence shall be displayved in a prominent place in & part of the premuses open to the public.

The icenses shall comply with provisions of the Dmags and Cosmetics Act, 1040 and the Fules therennder for the ome being in force.

The licensea shall report fo the Licensing Awthorin any change in the gualified staff in charge within ons mooth of such change.

Mo dmg shall be sold nnless such dmg is purchased nnder a cash or credit memo from 8 duly licensead dealer or a daly licensed mammfacturer.

The Licensee shall inform the Licensing Anthormity in writing in the event of any chamge m the constitotion of the firm operation under the licemcs
WVihere amy changzs o the constituton of the Srm takes place, the corrent licencs shall, deemed to be valid for a maximum period of thres month
from: the date on which the chamze takes place unless | in the mesntime, & fresh licenszs has been mken from the Licensing Awthorty in the name o
the firm writh chansad constitotion.
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First time VLE has to Validate the signature click on the image, than click on Signature properties

2 __
[Froprietor's Fhotograph

Date : 258-11-2014 Licence ™o @ 20

e e T T e T T T o o o i oo e T T o e e o T ety o e e R _r B, et e s o R S

| A
Sowrvsosmsns S

| Sogneture validity is UNKNOWN,
1% - The Document has nct been madified since this signature wes applied.
- The signer's identrty 15 uriknown because it has not been ncluded = your list of

irusted iderbties and none of its parent certficates are tusted identres,

o\

o wr——

moswN e

Conditions of Licence
. This licence shall be displayed in a prominent place in a part of the premises opsen to the public.

The icenses chall comply with prowvisions of the Dorags and Cosmetics Act, 1940 and the Fules therennder for the ome being in force.
The hcenses chall report fo the Licensings Awthoriny any change in the gualified staff in charge within onse month of such change.

. Mo dmg shall be so0ld anless such dmg is purchaszed onder a3 cash or credit memo fTom & duly licenssd dealer or a duly licensed mamfaciurer_

The Licensee shall infornm the Licensing Amthoriny in writing in the event of any change in the constimotion of the fitTm operation umder the licencs
Where sny change in the constitudon of the Srm takes place, the corrent licence shall, deemed to be walid for a maximum period of thres month
from the date on which the change takes place umless, in the meantime, a fresh license has been mken from the Licensing Awthority in the mame o
the firm with chansed constitotion.
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After Signature properties, than click on Signer Legal Notice.

""" = ST T e e B e e e Aol e ey o L e e T s R e e e T

lé'_fj Signature validity is UNEMOWN.
-

Sunmnryl Dn-mmmt| Signer | Ihhq-"ﬁm| Legal |

A -
Proprietor’s FPhotograph When validating digital signatures, you should evaluste the Document that wes signed and the ph
signer lentity. Click Signer Legel Motice to review impartant infarnaticn refating ta signer
iderttity, including legal terms and condrtions that apply should you rely upon any signsture
created wsing the signer identity.

Yiow should shways view the origingl signed document to see what was ssgred (you can do this
by clicking View Signed Yersion in the Document tab]. Gther tools available in the Document
tab can helip you analyze what has changed since the decument was signed: however, these
toois are not 2 substitute for viewing the orignal signed decument,

Diate = 28-11-2014 Li Some documents may contain contert that can affect the document's en-screen and printed
presentation. You can geta desciption of such content by clicking View Document Tntegrity
Properties., In st cases the comtert is harmiless (for sample, a lavadcnpt used for form
cakulations), You should venfy that a document with such content comes from a trusted
source and that onby pergs anges made ta it befare trusting it

. This licence shall be displayed in Sagner Legal NNiCE_-l
. The licenses shall comply with

The hcoensss shiall report o the L

View Decument Inkegrity Properties..

erennder for the dtme being in force.
ane month of such change.
dealer or a dualy licensed mamafacturer.
onstimation of the firm operation umder the licencs

Nod WMo

o be walid fior a maximum pericd of three month

from the date on which the chamse——e———————rrr——————— e e e o taken from the Licensing Awthority in the nsme o
the firm with chanzad constitation.
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After click on Signer Legal Notice, now to click on Trust and Add Trusted identities.

e e b — ey e pe bt ) — oo skt

i =3 —
t['tn-prirtnl:'s- Photograph

Drate : 28-11-2014

. Mo dmg shall be sold anless =
. The Licansee shall mmform the
TWhere any changze in the
from: the date on which the

m;EM-.
i
E
E
E

Cerificate _ “

This dialog allows you 1o view the detalls of a certificate and its entire ssuance chain. The details

correspond to the selected entry.
(] $how all certification paths found

T T T S T TR ey — oy

MALI BHAIRAPPA R <tch

®
®

Trust Settings

This certificate is not trusted. i

Sagn documents or data
Certify documernts

Execute dymamic cortent that is embedded in a
cestified docurnent

Execute high praalege JavaScrpts that are embedded in
& certified docurnent

Perfarm privileged system operations {networking,
printing. file access, eic.)

Add to Trusted Identities...

ennder for the e being in forcs.
one myonth of such change.
dealer or a dualy licensed mamafacturer.
timfion of the Srm operation nmder the licemcs

e walid for a maximuomn period of three month
en firom the Licensimgy Awthomty in the name o

the firm writh r_'l:mnged O T b o
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After click on Signer Legal Notice, now to click on Trust and Add Trusted identities and Now OK

T e — b b e e e B T ot et

i e =T T : : L] ]

Emiﬁcate‘ﬁemr‘ E [ . By
This dislog sllkows you to view the details of 3 certificate and its entire isuance chain. The details

| m?.ﬂpuﬂhihemlu&de.hy.

[ Shiow all cerification paths faund

1]

. MALI BHATRAPFA R <tch|  Summary | Details | Revocation | Tust | Policies | Legsl Notice

[Proprietar's PRotagraph
r S pus This certificate is not trusted.

Trust Settngs

I yeu change the trust setings, you will need to revalidate sny signatires Lo ses

Date : 28-11-2014 Li A the change.

Trusting certificates directly from & document is usually urreese. Are you sure
yau want bo do this?

1. This licence shall e displayed in | |

2. The licemses chall comply with po pier for the ome being in foros.

3. The hcemsea -.-:ha_'l_'l.repnrtrn'rhe]'_ilF ne month of such change.

4. Mo dmg shall be sold onless such dealer or a duly licensed mamafacturer.

5. The Licensee shall inform the Lic fofion of the firm operation under the licencs

VWhere any change in the constitution of the Grm takes place, the corrent licence shall, deemed to be walid for a maximum period of threse month
from the date on which the change takes place unless | in the meantime, & fresh licenss has been mken from the Licensing Awthornty in the name o
the firm wiith chansad constitotion.
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1i’(indly select all three options in certified documents

T e - g L e e e

Izuen  MEC sub-CA for MIC 2011

Ewpiration:  26-11-2015 131514

1
‘ Usage Sign transaction, Sign decumnent

Trust

& certficate used to sign & docurnent must sther be designated as 2 trust anchor or
chain up to a trust anchor in order for signeture validation to succeed, Revocation

I'I.'I-]:Il:r-i-l-‘tlll.':ﬁ- Piﬂ-t:g'l:ﬂpl chechking is not peformed on ar above 2 trust anchor,
[V Uz thiic certificate as a trusted reot

H T

[ signature validation succeeds, trust this cerificate fon

Signed documents or data

@:tl‘ti‘fltd documents

@ Dhynamic content

Diate - 22-11-2014 ]f Z)  Embedded high privilege Javaseript
| @ Privileged system operstions (netwarking, printing, file
| acceds gle]
|
1. This licence shall be cﬁsplag.redil| =
2. The licenses shall comply 'n-i.'r_'l:na! wder for the e being in force.
3. The licensee shall repart o the 1| B sniomih of such chege.
4. HndrngEhaﬂbe-suldmlesEi‘upl | er or a dualy licensed mamaifacturer.
5. The Licensee shall inform the || || | | - | B mofion of the firm operation under the licencs

VWhere sny chamge in the constitution of the Srm takes place, the corrent licence shall, deemed to be valid for 2 maximum period of threse month
from the date on which the change takes place umless, in the mesntime, 3 fresh licenss has been mken fom the Licensing Awthomty in the name o
the firm with chan=ed constitation.




How to Digital Signature In your Application MP&3nline Limited

Joint venture betwean Govt. of Madhya Pragesh and TCSL

Tole oL GIKo

Kindly select all three options in certified documents and click on Ok

e e T e

. e m e —— o — g = —e—- | P Issuen  MEC sub-Ca for NIC 2011 R —

Usage: Sign transaction, 3gn document

Expiration:  26-11-2015 131514

Trust

& certificate used to sign & document must either be designated as 2 trust anchor or
chain up to a trust anchor in order for signature validation to succeed, Revocation
checlong is nat peformed on ar sbove 2 trust anchor,

2 e
[F'r etor’s Phot :
eprist mEraph o | Ukse: thiis certificate a< a trusted root

[ signature validation succeeds, trust this certificate forn

Signed documents or data

@:tl‘ti‘fltd documents
@ [hynamic content

(Z)  Embedded nigh privilege Javaseript

Dhate - 285-11-2014 F
| @ Privileged system operstions (networking, printing. file
access, ele.)

This licence shall e d:ls_plﬂ_\red;:|
The hoenses shall comply 'I'.'ri.'l‘.'l:l:‘ [
The licenses shall report fo the
Mo drag shall be sold anless sm er or a dualy Llicensed mamifacturer.

The Licensee shall infonm e e ——s - e — e mtion of the firm operation under the licencs
VWhere sny chanze in the constituion of the Srm takes place, the corrent licence shall, deemed to be walid for a maximum period of thres month
frome the date on which the chasnge takes place nmless, in the mesntime, & fresh licenss has been mken fom the Licensing Awthornty in the name o
the firm with chansed constitation.

.ther for the dme being in force.

d month of such change.

mos W
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Than Click in Validate Signature OK, Validated Signature Sign is display on certificate.

< .
[Froprietor™s Photograph

Ignature vahbd

Digitaly Signod By Sicha
D=t - OF-[Joc-201.48 12:

Licensing Anthorityv
BHOPAL (AMB

Date : 25-11-2014 Licence ™No : 200333262014

Condifions of Licence
Thss licence shall be displayed in a prominent place in a part of the premises gpen o the public

The licenses shall comply with prowisions of the TDruss and Cosmetics Act, 1940 and the Bules thereunder for the time being in foros.

The licenses shall report to the Licensing Awiharmty aoy changs in the guabiffed staff m charge within ene mooih of such change

Mo drmag shall be sold unless such dmg is purchased under a cash or credit memo from a duly Hcensed dealer or a duly licensed mamifacharer.

The Licenses shall inform the Licensing Autharity in wittng in the event of aoy chapge in the constvhsizon of the S operabon under the licence
TWhers any change in the constinrton of the firm takes place, the coment licenos shall desmed to be valid for a maxipman perisd of three monchs
fromn the date on which the changze fakes place unless, in the meantime a fresh license has been taken from the Licensing Awthority in the nams of

the firm with chanzed consEnrton

Ao W=
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Ignature wakd

Degitaly Signad By Sinha
Datc: - OF-Dac-20178 12:

Date : 25-11-2014 Licence Mo : 200/333/26/2014

Condifions of Licence
. Thiss lcence shall be displayed in a prominent placs in a part of the premises op=n to the poblic

The licenses shall comply with provissons of the Druss and Cosmeadics Act, 19490 and the Fules thereander for the dme being m foocs.

The licenszes shall report to the Licensing Authanty aoy changs in the goalified staff m charge within one mooth of such change

Mo drnaz shall be sold onless soch drg is purchazed under a cash or credit memo from a duly Hoensed dealer or a duly licensed mamfacbarer.

The License=s shall inform the Licensing Auwrhority in writng in the event of aoy change in the constitmion of the Sy operation under the licencs
TWhers any change in the constinston of the frm takes place, the coment licenos shall, desmed to be walid for a maxinpmm pericd of thres

from the date on which the chanse takes place unless, in the meantme. a fresh license has been faken fom the Licensing Authority in the nams o

the firm with chanszed constitatbon

Mo W=
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Thanks You
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